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SICSA Research Theme Activity Report
Please complete all sections of this reporting template and submit within four weeks of your event or activity taking place.  This report will allow the SICSA Directors to provide detailed information about the progress of the SICSA Research Themes to the Pool funders, SFC, and your cooperation is appreciated.  
Primary Applicant

Name of event primary organiser: Dr Kehinde O. Babaagba
Institution: Edinburgh Napier University
Email address: k.babaagba@napier.ac.uk
Event Details

Title of event: On the executability and malicious retention of adversarial malware samples generated using adversarial learning.
Location of the event: Edinburgh Napier University, Merchiston Campus, 10 Colinton Road, EH10 5DT.
Date of event:  January 27, 2023 
Was this a cross research theme event YES 

Which SICSA Research Theme(s) sponsored your event:  Artificial Intelligence Research Theme
Was the event in collaboration with another SFC Research Pool NO

If yes, please confirm:      
Was the event in collaboration with Innovation Centre NO

If yes, please confirm      
Event Summary
Please outline in brief what took place at the event, providing details of speakers and titles of talks: 
The purpose of the workshop which was held in Edinburgh Napier University and in collaboration with SICSA, was to bring together some researchers within Scottish Universities and beyond who currently work on adversarial malware generation to discuss how to preserve the executability and malicious nature of samples generated through adversarial learning. The motivation being that the focus of the community is often on generating samples and not necessarily on whether they remain executable and malicious which are quite key as there is no point creating malware mutants that are non-executable and non-malicious to serve as training data to improve their classification. The event was graced by a guest speaker. Although student planned talk was part of the event programme, but this could not be done due to illness of the student. Furthermore, a breakout group discussion was carried out in line with the workshop’s title – On the executability and malicious retention of adversarial malware samples generated using adversarial learning, which led to interesting findings.
Keynote was delivered by Dr. Pavlos Papadopoulos (Lecturer in Cybersecurity and a member of the Blockpass Identity Lab (BIL) at Edinburgh Napier University, Lead TrueDeploy venture) – Privacy-Preserving Machine Learning.
Please confirm an approximate number of attendees and if possible, information about which institutions were represented: 
10 attendees made it to the event comprising of individuals from Edinburgh Napier University, University of Edinburgh and Lloyds banking group.


SICSA Research Theme Activity Report
Outcomes: 

Do you have any plans to bid for further SICSA Theme Funding in the future? YES / NO


If yes, please provide details: YES - 
Artificial Intelligence Research Theme Small AI Grant 2023

Did this event strengthen relations with other Research Pools and/or Scottish Innovation centres? YES / NO


If yes, please provide details:      YES, the meeting strengthened relations with other research pools though within Edinburgh Napier University.
Please give details of any potential research papers that have come or are pending as a result of this activity: Two potential research papers as well as research discussions have come up as a result of the workshop. This will focus on firstly, analysis on whether executability and malicious retention of adversarial samples generated using adversarial learning should be taken into consideration and why. Furthermore, a more general analysis on privacy preserving machine learning techniques and their application in adversarial learning would also be studied.
Please provide details of any grant applications that have come or are pending as a result of this activity: As a result of this workshop, plans are ongoing to bid for a research network grant from RSE as well as UKRI’s overseas travel grant to collaborate with researchers at Massachusetts Institute of Technology (MIT) on the topic of the workshop - on the executability and malicious retention of adversarial malware samples generated using adversarial learning.
Please provide details of any further outcomes that you think will come as a result of this activity: It is important to state here the fact that the research topic is a very specific (niche) area and very few people in Scotland work in this area. Hence, the aim of the workshop was to raise awareness of the impact of the topic as well as get the few people working on this area to engage in discussion as to how to improve research in this area and to highlight areas which are relevant for future studies. In this regard, the workshop was really fruitful as first steps in this direction.

